PYQ managed cloud servic

5o L
-~
.
-
-
-
-

-
.

E/| Your one-stop services for cybersecurity and cloud operations
E, The pioneer enabling Day 1 operation with security and compliance

E/| Leveraging PwC’s Dark Lab DNA in cybersecurity

Cloud computing has been massively adopted to accelerate innovation, business operations and support
cutting-edge technology such as generative Al. PwC hereby announces the launch of Managed Cloud
Services (MCS), offering a comprehensive suite of services to optimise operations and secure cloud
infrastructure.

. The forte of our managed services

Our managed cloud services are designed to help businesses with automation, intelligence,
and precision while maintaining security and compliance security from Day 1:

Extend your cloud capabilities
powered by our 270+ MSS and
MSSP professionals

Your first line of defense
incorporated in cloud operations
— saying no to risky requests

" Our service catalogue

Monitoring and operation
automation driven by tools Jira
and proprietary platforms

Alliance partnership AWS
with multiple cloud

service providers Microsoft

Cloud
operations

Resource
optimisation

Monitoring
and alerting
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Consolidated
billing
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Start your MCS journey with us

Pre-assessment during the onboarding process

. .
X Onboarding + 2 Risk remediation and
Q - pre-assessment y service enablement
Pre-assessment will be conducted to verify if A list of observation & recommendations will be provided
sufficient security on cloud environments has based on the assessment results for remediation before
been enabled to safeguard the environment. actual onboarding.

Ongoing operations with CloudOps quality gate

isir:s?g?/?;it . PwC to_ verify_ against our proprietary . \/ Execute requests .>
ticCIL otine svstem O\ checklist of insecure re.quests according to SOPs
g sy (e.g., attaching 0.0.0.0/0 inbound rule
to VM or Security Groups)

Clarification with

LTS S (@) L Insecure requests will be rejected for

LQJ further clarification with customers

Our POV

To what do we say

Allow inbound 0.0.0.0 connectivity

Enable public storage (i.e. S3/Blob) without access control

Ticket 2 Guard against
EEN

sulbresEn insecure request Simple passwords and without MFA enabled

Disable monitoring services (Audit / flow logs, etc.)

Allow data movement from PROD to Non-PROD

Setup non-generally-used VM instance types for the organisation
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B South

Kenneth Wong

PwC Mainland China and Hong Kong
Cybersecurity and Privacy Leader
kenneth.ks.wong@hk.pwc.com

Daryl Li

Partner, Cybersecurity and Privacy
daryl.li@hk.pwc.com

u Central

Chun Yin Cheung

Central Cybersecurity and Privacy Leader
chun.yin.cheung@cn.pwc.com

® North

Lisa Li

PwC Mainland China
Cybersecurity and Privacy Leader
lisa.ra.li@cn.pwc.com
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Kok Tin Gan
Partner, Cybersecurity and Privacy
kok.t.gan@hk.pwc.com
Jenius Shieh

Partner, Cybersecurity and Privacy
jenius.h.shieh@hk.pwc.com
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In this document, PwC refers to the Hong Kong member firm, and may sometimes refer to the PwC network. Each member firm is
a separate legal entity. Please see www.pwc.com/structure for further details.



