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The importance of GenAl to
the Hong Kong banking sector

Banks in Hong Kong continue to deal with
unprecedented levels of market volatility,
increased regulatory pressures, geopolitical
sensitivities and evolving customer expectations.
Against this backdrop, the integration of innovative
and game-changing technologies has emerged as
fundamental to maintaining and increasing market
competitiveness.

Among these innovative technologies, GenAl stands
out as a key enabler of transformation, allowing
banks to better meet the needs and expectations of
their customers, shareholders and regulators. GenAl
is changing the very fabric of the banking and capital
markets sector and redefining operating models
across the front-to-back office.

In doing so, GenAl is helping to: improve customer
engagement, enhance operational efficiency, reduce
costs in a sustainable manner and increase the
robustness of risk management and compliance
frameworks. In addition, GenAl is helping to facilitate
data-driven decision making with greater confidence
and accuracy, leading to improved outcomes for both
customers and stakeholders.

That said, the increased use of GenAl does
present inherent risks which can be heightened in
a banking environment. These include
misinformation and inaccuracy, ethical bias, data
privacy and security, and a lack of governance. In
addition, as GenAl becomes more embedded into
our daily lives, questions surrounding
accountability, transparency, and regulatory
compliance become even more pronounced.

In this paper, we will outline how the integration of
GenAl into existing operating models is leading to
tangible and quantifiable benefits for banks in
Hong Kong - unlocking new opportunities for
customer engagement, operational efficiency and
regulatory compliance. We will also delve into how
realising the full potential of GenAl requires a
concerted effort to identify, monitor and mitigate
the inherent risks and challenges.

! 359%

CEO'’s are increasing budget allocation to
l Al-driven initiatives and solutions by 35%.

55%

Labour productivity is expected to increase by
55% due to Al by 2030

US$15.7tr

Potential contribution to the global economy
from Al by 2030

+26%

Up to 26% boost in GDP for local
economies from Al by 2030

Source: PwC’s 27 Annual Global CEO Survey
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Apply lessons learnt when
starting your GenAl journey

Given the wide scale adoption of GenAl in a
relatively short period of time, there were always
going to be a number of lessons that were learnt
the hard way. Therefore, as banks in Hong Kong
embark on or continue their GenAl journey,
appropriate mechanisms should be established to
ensure that such mistakes are not repeated. Banks
should pay particular attention to their strategic
business objectives, technology stack, resource
capabilities and compliance obligations to ensure
tangible benefits are being realised from GenAl in
a responsible manner.

The first step in the journey, which is typically
overlooked, is ensuring GenAl adoption is aligned
with the strategic direction and objectives of the
bank as a whole. This requires an analysis of
existing staff (capabilities, structure, culture),
technology stack (infrastructure, data, system
integration) and processes (front-to-back
operational workflows).This analysis will also allow
banks to design a GenAl strategy that is

Solution
Rework

specifically tailored to their business operations,
geographical footprint and customer base. It will
also facilitate the systematic identification of GenAl
use cases that can deliver the most value to the
bank as a whole, while still ensuring robust
governance mechanisms and compliance with
regulatory obligations.

Throughout the journey, it is also important that
banks ensure that GenAl is used in an appropriate
and responsible manner to mitigate any regulatory
or reputational risks that may arise. This involves
implementing a sound governance framework to
detect factual inaccuracies, prevent algorithmic
biases and ensure transparency and accountability
in the decision-making processes. A systematic
approach is required - from strategy through to
implementation and monitoring - to ensure that
GenAl solutions are operating as intended and
provide tangible benefits.

Model
Training

Strategy & Use
Case Design

« Align the usage of GenAl with
the broader strategic direction
and business objectives.

e Identify current pain points and
opportunities for GenAl adoption

« Identify and prioritise relevant
use cases for GenAl adoption
based on the tangible benefits
they can provide to the bank as
a whole.

s’

Build & Implement

Design the governance framework to
monitor usage of GenAl across the
bank (e.g. data security, factual
accuracy, ownership, feedback loop,
validation, ethical bias)

Conduct retraining and validation of
GenAl model components (e.g.
Input/output data, response
feedback, root cause analysis,
preparation, model evaluation,
feature engineering, metrics)
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Model Validation &
Monitoring

Perform validation of the
underlying logic and testing results
Determine adequacy of input
documentation and adjust
accordingly

Validate accuracy of answers
generated and adjust to reach
desired responses

Monitor ongoing effectiveness
and performance

Conduct ongoing QA



GenAl Usage is prevalent, but

the benefits being realised by
banks are inconsistent

The accessibility of GenAl has led to widescale
adoption across the Hong Kong banking sector.
However, the tangible and quantifiable benefits
being realised are still largely inconsistent. This is
primarily attributable to the fact that banks, in their
eagerness to adopt GenAl, have at times
overlooked the requirement to conduct a detailed
readiness assessment of their existing operating
model prior to implementation. As a result, a
number of issues have arisen which have
ultimately limited the impact and scalability of
GenAl. These include: misalignment with strategic
objectives, technical hurdles around infrastructure
and compatibility, integrity and quality of data,

insufficient model training, lack of skilled resources

and non-compliance with regulations.

To proactively avoid these pitfalls and realise the
true benefits of GenAl, it is crucial that banks
conduct a detailed GenAl readiness assessment.
This will help banks identify potential challenges,
gaps in skills, infrastructure requirements, and
ethical considerations. In addition, by assessing
their readiness, banks can optimise resource
allocation, mitigate risks, and maximise the
benefits of GenAl adoption in alignment with their
strategic goals and objectives. It will also help
facilitate the transition from experimental proof-of-
concept use cases to a resilient and scalable
GenAl implementation.

GenAl requires data modernisation for scalability -
ensuring organised, structured and high quality data, set
up in a scalable data infrastructure.

— A
Al-driven cultural Choose appropriate tools
transformation emphasises People, Data - Technology ZZSelligr?:eeittgftG sel;]r>Ar>lort the
:Irlgsrrg;);isa;iagr::l?ltl:gsacross Skills Architecture, Infrastructure solutioﬁs, including
sufficient skills and tra,ining to & Culture Q“a"t}/ & infrastructure, architecture
manage organisational Security and cloud resources
change. required.
Design a GenAl strategy Design robust governance
aligned with the broader GenAl GenAl Al measures to ensure that
business objectives and with Strategy Readiness Governance GenAl usage has the right
clarity on the prioritised use < Assessment & Controls guardrails to manage risks,
cases, scalability, design Criteria in line with regulatory
approach, measurable requirements.
outcomes and viability
Conduct detailed strategic Tangible Third Party Model Eza:g?\ta\ebitlne l:r?:itir;zss’
ana!y5|s and use case Benefits Risk Risk reguirementys and sufficiency
testing to ensure tangible 4 Management Management T
benefits can be realised @ IeEPEmelEny VElEEn
from GenAl adoption in the mechanlsm§ relating to
immediate term. GenAl solutions.
——v—
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Assess third-party risks to manage potential vulnerabilities
and non-compliance of third parties with business policies
and contractual requirements.
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Where do you start?
Business model reinvention

It is important to start any GenAl initiative by
reinventing the existing business model in a
manner that allows the full potential of GenAl to be
realised, while ensuring the inherent risks are
appropriately mitigated. This will help banks
navigate the complexities of integrating this
innovative technology and driving sustainable and
scalable value across the front-to-back office.

As the adoption of GenAl involves cross
collaboration between the business, operations,

Strategic

Alignment
back office?

technology and compliance, a well-defined
business model will ensure all stakeholders are
engaged and accountable throughout the
adoption process.

Where do you start when designing and
reinventing a GenAl specific business model? A
number of key questions need to be asked and
systematically answered to ensure key success
criteria are met.

» How can you ensure that your GenAl strategy aligns with your overall business objectives?
»  What are the costs and benefits of GenAl going to be for the business across the front-to-

» Whatare the quantitative and qualitative criteria required to measure the success of a

Sut_:ce?s GenAl solution?
Criteria . L . .
» How can you define the key performance indicators to facilitate this?
Governance *  What are the inherent risks associated with the use of GenAl across a bank?
Framework » How can you mitigate these risks and ensure compliance against regulatory requirements?

Technology

ions?
& Data GenAl solutions?

People & GenAl solutions?

Organisation

Process

* Whatare the infrastructure and integration requirements needed to implement

* How can you ensure the quality of data is sufficient to train GenAl solutions?

»  What skills and capabilities are required by your teams to design, train and implement

»  Which functional teams will be impacted and benefit most from the use of GenAl?

* How will GenAl impact existing processes and workflows to alleviate bottlenecks,
inefficiencies and duplications?

Workflows « What are the specific process optimisation requirements to ensure that GenAl provides

the most benefit?
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Recent use cases where PwC

has driven GenAl adoption
for banks in Hong Kong:

Given the wide scale adoption of GenAl across banks operating in Hong Kong have resulted in
society, it is unsurprising that we are seeing use enhanced risk detection mechanisms, improved
cases in the banking sector in Hong Kong that are customer experience, operational enhancements
leading to tangible and quantifiable benefits. Some and cost optimisation.

of our most recent GenAl project credentials for

We designed and implemented a machine We designed an Al risk solution that ingested
: learning model that risk prioritised transaction { multiple internal and external data sources to
i screening alerts, reduced false positive alerts facilitate predictive fraud monitoring, straight-
generated from the screening system by 35-40% i through client onboarding and perpetual AML
: and increased true hits detection by 5-11%. and sanctions risk assessments on customers.
i GenAl capability was built on the back to : GenAl was able to analyse patterns to
i generate reports on alert performance, high risk i proactively identify and report suspicious
i events and investigation reports. behaviour and activity.
................................................................................................ . .
I PwC Credential 3: Chinese Bank i PwC Credential 4: European Bank
We designed and implemented a customer 360 We designed a regulatory horizon scanning Al
: model that leveraged GenAl to provide i solution that automatically identified, extracted and
personalised product and service monitored regulatory changes from multiple sources
recommendations to customers. This was used : across the APAC region. GenAl was used to
by the front office to enhance customer i categorise these changes by taxonomy, risk and
engagement, optimise marketing channels, content type and also to generate reports and
improve customer profitability, facilitate cross and : i summaries of the regulatory changes.
up selling and reduce customer churn. :
................................................................................................ u |
I PwC Credential 5: Asian Bank : i PwC Credential 6: Asian Bank
We designed and implemented a GenAl model to We designed a customer service GenAl powered
: help generate the content required by : chatbot to handle customer enquiries, product
relationship managers to prepare credit i information, trouble-shooting customer support
: proposals. The process entailed automatically : and scheduling appointments. This significantly
i gathering information, analysing business and i improved customer experience and efficiency
financial figures, structuring facilities, and writing associated with daily operational tasks and
: content to help enable the credit application : matters.
process. :
................................................................................................ H H
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“ While the benefits of GenAl are u;lquestionable...

Increase In Improved Enhanced Sustainable Robust Risk
Revenue Growth Customer Operational Cost Management &
& Profitability Experience Efficiency Reduction Compliance

...trust needs to be established to mitigate the risks.

Misinformation Ethical & Data Privacy & Lack Of Blind Reliance &
& Factual Systematic Security Transparency & Misuse Of
Inaccuracy Bias Breaches Accountability Information

"Al: Model Personal Data Protection Framework"
on June 11, 2024. Establishing a Responsible Al
framework is a key prerequisite to establishing
trust in GenAl and ensuring compliance with these

Regulations governing GenAl are evolving, which
has prompted regulators in Hong Kong to
accelerate efforts to promote safe and trustworthy
Al systems. The Hong Kong Monetary Authority

issued a circular on “Manpower Management in
the Age of AlI” on May 23, 2024, which was
followed by The Privacy Commissioner for
Personal Data releasing the

i Data & Al

i Ethics

i Consider the

: moral implication
i of uses of data

i and Al and

i codify them into
i your

i organisation’s

i values.

i Policy &

i Regulation

i Anticipate and

: understand key
i public policy and
i regulatory trends
i to align

i compliance
processes.

Control

Governance
Enable oversight of
systems across the
three lines of
defence.

Compliance
Comply with
regulation,
organisational
policies, and
industry standards.

Risk Management
Expand transitional
risk detection and
mitigation practices
to address risks and

harms unique to Al.

regulations. This entails designing and

implementing robust controls over the GenAl
development lifecycle, covering Strategy, Control
and Responsible and Core Practices.

R

Responsible Practices

Interpretability
& Explainability
Enable
transparent
model decision-
making.

Sustainability
Minimise
negative
environmental
impact.

Robustness
Enable high
performing and
reliable systems.

Bias & Fairness
Define and

and test systems

against standards. :

Security
Enhance the
cybersecurity of
systems.

Privacy

Develop systems
that preserve data :

privacy.
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Core Practices

measure fairness :

Problem
Formulation
Identify the

: concrete

: problem you are
i solving for and

i whether it

i warrants a

i GenAl solution

Standards

Follow industry
i standards and
i best practices.

Validation
Evaluate model
performance and
continue to iterate
on design and
development to
improve metrics
and performance.

Monitoring
Implement
continuous
monitoring to
identify drift and
risks.




GenAl strategy

. We can help design your GenAl strategy to ensure it is aligned with your broader strategic objectives, customer
base and geographic footprint, while still providing tangible benefits across the bank as a whole. This will include
identifying and prioritising use cases, analysing the costs and benefits and mitigating the inherent risks.

I How can PwC Hong Kong help?

Target operating model

We can help design your target operating model to appropriately embed GenAl across the front-to-back office
. functions within the bank and ensure benefits are realised. This will include analysis of the existing people and
organisation (governance, capabilities, culture), technology (infrastructure, data, system integration) and
processes (workflows, procedures).

We can help to build, implement, test and train GenAl solutions from proof of concept through to production and
. go-live environment. This will include iterative training and rework of enterprise/private GenAl solutions using
bank-specific data (policies, procedures, emails, documents) to ensure desired and accurate outcomes are
generated in a secure way.

Responsible Al framework

. We can design a Responsible Al framework to govern the usage of GenAl solutions across the bank and :
H appropriately identify and mitigate the inherent risks. This will include designing and implementing robust controls
over the GenAl development lifecycle, covering Strategy, Control and Responsible and Core Practices. i

For more information, contact:

James Tam Pradip Madhanagopal
RegTech & GenAl Leader
PwC Hong Kong

+852 2289 1933

pradip.madhanagopal@hk.pwc.com

Banking & Capital Markets leader
PwC Hong Kong

+852 2289 2706
james.tam@hk.pwc.com

Chris Mo

Partner, Risk Assurance
PwC Hong Kong

+852 2289 2941
chris.yw.mo@hk.pwc.com

James Lee
Al & Emerging Tech Consulting Leader
PwC Hong Kong

+852 2289 8007
james.tl.lee@hk.pwc.com
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